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Information i’rivacy in 2008:
“Safe Harbor” Framework




* Introduction

* European Union’s (EU) “Data Protection
Directive (DPD)”

* Identify the Department of Commerce’s
(DOC) “Safe Harbor” Framework for
U.S. companies

* Evidencing the Safe Harbor’s “Seven
Privacy Principles”

* Self-Certification to DOC

* Closing



Introduction

®* Right to Privacy
* European View (fundamental)

* American View (not inherent)

* Information Privacy

 European Government Favors
Citizenry Data Protection

« American Government Favors
Business Prosperity



European Union’s

Data Protection
Directive (“DPD”)



European Union’s

“Data Protection Directive” (“DPD”)

°* Comprehensive, Overarching Law Passed in
1995 to Protect Data Privacy of EU Citizens

* Officially European Union’s Directive (95/46/EC)
on the Protection of Individuals with regard to

the Processing of Personal Data (commonly known as
the “DPD")

°* Governed & Enforced by “Article 29 Working
Party” & Data Protection Authorities



“DPD” — Cont’d

®* Prohibits Onward Transfers
of EU Personal Data to Non-
EU Jurisdictions Unless
“Adequate Levels of
Protection” are Guaranteed

* Broad Definition of Personal

Data (anything that can identify
an individual)

* United States Is Deemed to
Have “Inadequate Levels of
Protection”



Onward Data Transfers to U.S. must

First Meet Qualified Exception

Standard Model

Clauses
Pro:
Easy/Cheap to create
Con:

in EU Jurisdiction

Enforcement/Litigation

Binding Corporate
Rules

Pro:

Sweeping uniformity
throughout org

Con:

Lengthy/expensive to
implement & enforce

“Safe Harbor”

Pro:

Relatively
inexpensive;
enforcement is in US

Con:

Voluntary
compliance




“Safe Harbor” Framework

* Agreement with EU by US Dept of
Commerce (“DOC”) Carving out DPD
Exception for US Businesses

°*DOC Developed “Safe Harbor”
Framework

°* Framework Permits Entities to
Voluntarily Certify to DOC that
Adequate Protections Have Been
Implemented to Safeguard EU PII
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“Safe Harbor” — Cont’d

» Corporations Who Self-Certify Are
Subject to Authority & Jurisdiction of
US Regulatory Agencies

 Two Have Agreed To Enforce “Safe
Harbor” Violations: “FTC” & “DOT”

» “Failure to Adhere to a Self-
Certified Standard is an Unfair
& Deceptive Trade Practice 7
Subject to Enforcement”




“Safe Harbor’” Self-Certification

* Voluntary, Easy Process of Submitting Certification
Form To DOC

°* DOC Does Nothing Except to Post the Name of the
Entity on its Website (maintains paperwork)

* Certification Binds Authorized Corporate Officer
Who Certifies that the Entity Adheres to Safe
Harbor Framework

* Officer Attests that Information submitted to the
DOC For Purposes of Self-Certification is Correct &
Accurate

* Officer Understands that Misrepresentations in Any
Information Provided by the Organization May be
ﬁcstiocn'al'?loeoglmder the False Statements Act, 18

* Self-Certification is Annual
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Privacy Principles of Safe Harbor

 NOTICE
e CHOICE
Self-Certify « ACCESS
Compliance « ONWARD TRANSFER
with All .
Seven DATA INTEGRITY
Principles e SECURITY

* ENFORCEMENT
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Technology/Governance

Safeguards & Measures

NOTICE ACCESS
*Written Notices * Must Provide Contact Info
°Online Stats *Provide Method for Correcting
*Periodic Updates Data
*P3P on Websites °*Consumers, Agents, brokers,
°Online Privacy Statements SBUs, Subs,etc
CHOICE ONWARD TRANSFER
* OptOut of Data Sharing *Vendor management
(can be online or by mail but must be | *Data collection
tracked & honored) *Legitimate Use of Data
*"Data Privacy" clauses in
Contracts
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Safeguards & Measures — Cont’d

DATA
INTEGRITY

* Data Inventory

* Data Flows

* Data accountability
* Data Correction

* Retention Periods
* Disposal

* Disaster Recovery

* Use of Pll Data to
“Test“ Must Be

Annonymized
(masked)

SECURITY

°Device Encryption

*Passwords

*Role-Based Access
Controls

°Background Checks
*Firewalls
°Intrusion Protection

°Disposal of devices,
data, paper, media

*Physical security

*Compact Privacy
Policies "P3P"

*Web Forms
*Cookies

ENFORCEMENT

e Process for Public To
Raise Problems with their
Data & Use

« Data Privacy Policy

« Privacy SME or Officer

e Privacy Impact
Assessments

o "WhistlesBlowers*
o Incident Response Plans

o Breach, Notification &
Remediation

o« SMC Privacy
Commitment

. 3" Party Dispute
Resolution
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Internal Monitoring & Enforcement

* Security & Privacy Officers with
Staff

* CIPPs & CISSPs

* Internal Auditors with
Understanding of Data Privacy &
Safe Harbor Principles

* Seeking Evidence of
Compliance via Audits

* PIAs & Gap Analyses

* SDLC & Infrastructure
Processes Ensuring Privacy

* Fostering Corporate Culture So
All Staff Are Aware of
Responsibility
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Enforcement Actions

“Swift” Most Recent by EU DPAs

Swift Did Business in EU but mirrored data
transactions in the US as disaster recovery.

EU Investigated. At considerable cost, Swift

Ultimately Re-Engineered Its Infrastructure so
as to No Longer Receive EU Personal Data in

US.
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Do It Because It’s The Right Thing To Do

* Good For Business

* Individual & Corporate
Responsibility to Protect Personal
Data from Unauthorized Use or
Disclosure

°* NY, Miami no Longer CSI but the
Information Superhighway Is

* Identity Theft is Greatest Risk

* Organized Crime, Gangs Now
Involved in ID Theft (eg, Texas
Syndicate)
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History abounds with tales of
experts who were convinced that
the ideas, plans, and projects of
others could never be achieved.
However, accomplishment came
to those who said, "l can make it

happen.”
- Author Unknown



Useful Links

* DPD at EU Justice & Home Affairs

http://ec.europa.eul/justice homel/fsj/privacy/index en.htm

e Safe Harbor http://export.gov/safeharbor/

website includes:
%  Safe Harbor Workbook
% Compliance Checklist/Helpful Hints
%, Safe Harbor Documents (including principles, FAQ’s, correspondence, etc.)
% Historical documents (including public comments)

* PrivacyAssociation.org
* ISC2.org

* PrivacyExchange.org
* Pandab.org

°* Ponemon.org

* PrivacyAlliance.org

* PrivacyRights.org

* Pogowasright.org
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For additional information or questions

Contact me at:

Darlene Cedres, Esqg. CIPP
Insurance Services Office (“1SO”)
545 Washington Boulevard
Jersey City, N.J. 07310
Telephone: (201) 469-3777




