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 What is Electronic Data and How Does It Affect 
How Companies Do Business?

 Broad Spectrum of Application for E-Data

Privacy
Data Preservation
Planning/Anticipating Future Needs
Pre-Litigation Preparedness
Financial Industry Requirements



Changes in the Domestic Law and Best Practices: Changes in the Domestic Law and Best Practices: 
Quality Assurance and Chain of CustodyQuality Assurance and Chain of Custody

 Implementation of Revisions to Federal Rules of Civil 
Procedure 

 Electronically Stored Information must be Located, 
Preserved, Audited, Revised if Produced in Regulatory and 
Litigious contexts

 Best Practices for Document Retention, Litigation 
Preparedness and Ongoing Litigation



EXAMPLES OF ELECTRONICALLY STORED EXAMPLES OF ELECTRONICALLY STORED 
INFORMATION INFORMATION 

SUBJECT TO DISCOVERY TODAYSUBJECT TO DISCOVERY TODAY

 E-mails
 Faxes
 Instant messages
 Electronic word documents
 Voice mails
 Digital images
 Internet usage history
 Word processing documents
 Spreadsheets
 Graphics 
 Accounting/sales documents



WHERE CAN THE DATA RESIDE?WHERE CAN THE DATA RESIDE?

 COMPUTER HARD DRIVE
 USB REMOVABLE DRIVE
 PDAs – TREO, BLACKBERRY, PALM
 CDs
 DVDs
 IPODs
 DISASTER RECOVERY SITES
 OFF-SITE STORAGE
 EMPLOYEE’S HOMES INCLUDING 

KITCHENS, CAR TRUNKS, MINI-
WAREHOUSES, ETC.

 THIRD PARTIES SUCH AS APPLICATION 
SERVICE PROVIDERS

 PHOTOCOPY ON A FAX MACHINE



EVEN WHEN YOU DELETE AN EEVEN WHEN YOU DELETE AN E--MAIL, IS IT MAIL, IS IT 
REALLY GONE?REALLY GONE?

 One email can generate as many as 14 copies

•• Regardless of whether you clean out the trash and Regardless of whether you clean out the trash and 
recycle bin that email can exist onrecycle bin that email can exist on

 CompanyCompany’’s backs back--up tape;up tape;

 The recipientThe recipient’’s personal digital assistant;s personal digital assistant;

 Home computerHome computer



StatisticsStatistics

 Corporate e-mail traffic will 
double by 2009, going from 64.9 
to 120 billion messages a day.

Why Does this Affect Every Company
 Email has replaced traditional letters

 What are some basic procedures 
and processes that companies 
should implement?

 Preservation Procedures and Policies
 Data Management Procedures and 

Policies



WHAT EVIDENCE SPECIFIC TO COMPUTER WHAT EVIDENCE SPECIFIC TO COMPUTER 
ITSELF?ITSELF?

 Each computer and hard drive are unique and hold vast 
amounts of information

-- Link Employee with Proper Equipment

- Serial numbers for laptop

- Serial numbers for hard drive

- Chain of information from inception of litigation

COULD BECOME CRITICAL EVIDENCECOULD BECOME CRITICAL EVIDENCE



CONSIDER FORENSIC EXAMINATION OF EXCONSIDER FORENSIC EXAMINATION OF EX--
EMPLOYEE COMPUTER IF LAWSUIT IS EMPLOYEE COMPUTER IF LAWSUIT IS 

POSSIBILITYPOSSIBILITY

 Bit by Bit image of hard drive captures active 
and deleted files
Discuss strategy with your lawyer
Make sure your lawyer understands the 

technical issues – can make/break case

ALL JUDGED UNDER STANDARD OF REASONABLENESS ALL JUDGED UNDER STANDARD OF REASONABLENESS 

AND GOOD FAITHAND GOOD FAITH



MOST IMPORTANT MOST IMPORTANT –– THE EMPLOYEESTHE EMPLOYEES’’ WORK STATION IS WORK STATION IS 
THEIR GATEWAY TO THE EMPLOYERTHEIR GATEWAY TO THE EMPLOYER’’S NETWORKS NETWORK

 MOST COMMON COMPLAINT TODAY IS EMPLOYEE THEFT OF TRADE 
SECRETS

 THE EASE OF EMPLOYEE ACCESS TO COMPANY INFORMATION
 DOWNLOAD TO A CD; DOWNLOAD TO A USB – WALKOUT WITH 

COMPANY’S “CROWN JEWELS” IN YOUR POCKET
 REMOTE ACCESS TO COMPUTERS SOMETIMES NEVER TURNED OFF 

EVEN AFTER EMPLOYEE LEAVES
 FORWARD TO  HOME COMPUTERS



EMPLOYEE WORKSTATIONS EMPLOYEE WORKSTATIONS 
A TICKING TIMEBOMBA TICKING TIMEBOMB

 Request a chain of custody certification and notice the 
deposition of choice custodians throughout

 Complete history of all e-mail communications
 Internet cache contains usage history
 Hard drive shows documents, e-mails, and other ESI 

which have been stored, deleted or forwarded
 Trash
 Wiping Software
 Faxes
 Voice Mail/Audio Files - .wav files



Internet/Computer DataInternet/Computer Data

 Steps to Preserve Security

Employee use policies
Employee Training for Email Handling
Policies preventing Destruction of Company 

Data
Policies assuming protection of company 

Proprietary Information

 IT and HR working closely to prevent 
network compromise post-employment



The Right to Electronic Discovery: The Right to Electronic Discovery: 
BackgroundBackground

Courts
•New Federal Rules 
Effective December 1, 2006
Will impose significant obligations on 

clients and counsel
•State Courts Adopting New Rules
Modeled largely after the new federal 

rules
•The right to E-discovery is not new



The Right to Electronic Discovery: The Right to Electronic Discovery: 
BackgroundBackground

Courts

•“It is black letter law that computerized 
data is discoverable.” Anti-Monopoly v. 
Hasbro , 1995 WL 649934 (S.D. N.Y.)

•“. . . parties and their counsel are fully on 
notice of their responsibility to preserve 
and produce electronically stored 
information.” Zubulake v. UBS Warburg 
L.L.C., 2004 WL 1620866, *16 (S.D.N.Y. 
July 20, 2004) (“Zubulake V ”)



The Right to Electronic Discovery: The Right to Electronic Discovery: 
BackgroundBackground

Current Federal Rules

•Any party may serve a request to produce any 
designated documents including “other data 
compilations from which information can be 
obtained, translated, if necessary, by the 
respondent through detection devices into 
reasonably usable form… ” Rule 34(a)

•Rule 34 applies to electronic data compilations . . 
. and that when the data can, as a practical 
matter, be made usable by the discovering party 
only through respondent’s devices, respondent 
may be required to use his devices to translate 
the data into usable form… Committee Note



Basic PrinciplesBasic Principles

• Attorneys are responsible for ensuring that their client 
corporations comply with all preservation and production 
obligations.

• Attorneys must take responsibility for ensuring that their 
client corporation’s employees conduct “a comprehensive and 
appropriate document search,” and preserve and produce all 
necessary documents. 

• Outside counsel and in-house counsel share these duties.



Key ConceptsKey Concepts

• Education

• Personal Involvement
• Supervision Of Implementation

• Monitoring
• Documentation



The Honor System Is OutThe Honor System Is Out

• It is no longer appropriate to delegate or transfer preservation
activities, especially concerning electronic documents, to 
employees in a “wholesale” fashion. 

• Rather, counsel must take affirmative steps to supervise the 
implementation of a preservation and search program, and must 
monitor over time whether employees are acting in compliance 
with the company’s obligations.

• Recent Case law, including Broadcom v. Qualcomm, has brought to 
light the absolute importance of companies knowing where their 
data is and being able to manipulate it as need be.

• Significant issue for auditors is whether these issues are addressed, 
or are slated as a high priority – if not, there is little time left to get 
into compliance in both policy and practice.



Ensuring Compliance With Preservation Ensuring Compliance With Preservation 
ObligationsObligations

• Ensure that employees take a serious and 
• effective practical approach to preserving 
• potentially relevant documents.

• What Should An Auditor Look For?  This is not only 
the litigation hold language:

• Insufficient:  Merely instructing employees to preserve documents 
and expecting that they will retain all relevant information
• Counsel must “verify the completeness” of the company’s 

preservation efforts and cannot simply assume that the materials
are complete and the product of a thorough preservation and 
search effort.  (Met. Opera Ass’n v. Local 100) 



Ensuring Compliance With Preservation Ensuring Compliance With Preservation 
Obligations Obligations 

• Necessary: Taking “affirmative steps to monitor 
compliance so that all sources of discoverable 
information are identified and searched.” (Zubulake 
V)
• While “it is true that counsel need not supervise every step”

taken by employees, and may rely on the employees “in some 
respects,” the rules expressly require counsel to make 
reasonable efforts and inquiries under the circumstances.  (Met. 
Opera Ass’n v. Local 100, 212 F.R.D. 178 (S.D.N.Y. 2003)) 



Ensuring Compliance With Production Ensuring Compliance With Production 
ObligationsObligations

• You must ensure that employees take reasonable 
steps 

• to ensure that employees have produced all
• responsive documents in their possession.

• Insufficient: Relying on employee blanket assurances that they 
have provided all relevant documents.

• Necessary: Take concrete steps such as speaking with custodians 
about their search or conducting keyword searches on electronic 
systems.



Ensuring Compliance With Production Ensuring Compliance With Production 
ObligationsObligations

• Counsel’s production compliance check must be reasonable and in 
good faith based on the circumstances.

• FRCP 26 requires counsel to certify that the she has made a 
reasonable effort to ensure that the client has provided all the
information and documents available to it that are responsive to
discovery demands. 

• Advice to the Board:  Given the ambiguity in these requirements,
several ideas help tie down the issue:  Make sure those in 
compliance take note and assure who is doing what on which day. 
While reasonableness is the standard, that bar is raising companies 
are becoming more tech savvy, and are held to high standards of 
care.  

• Auditors need to understand the difference between reasonable and 
unreasonable practices.



Courts Look CloselyCourts Look Closely

• Metropolitan Opera Association v. Local 100
• Court found that counsel had failed to comply with FRCP 

26 by
• Not adequately instructing the client as to its overall discovery 

obligations
• Not inquiring about the client’s document storage procedures and 

capabilities
• Not implementing a systematic procedure for document 

preservation
• Not asking certain employees for documents.

• Court noted that FRCP 26 is meant to “provide[] a 
deterrent to both excessive discovery and evasion by 
imposing a certification requirement that obliges each 
attorney to stop and think about the legitimacy of a 
discovery request, a response thereto, or an objection.”



Courts Look CloselyCourts Look Closely

• Metropolitan Opera Association v. Local 100

• Court found that counsel had failed to comply with FRCP 26 by
• Not adequately instructing the client as to its overall 

discovery obligations
• Not inquiring about the client’s document storage 

procedures and capabilities
• Not implementing a systematic procedure for document 

preservation
• Not asking certain employees for documents.



Courts Look CloselyCourts Look Closely

• Cache La Poudre Feeds, LLC v. Land O’Lakes, Inc.(2007)
• Defendant’s general counsel had issued a litigation hold at the 

outset of the case, but the general counsel only requested 
responsive documents from the key employees and “assumed that 
the materials he received were complete and the product of a 
thorough search” – he “took no independent action to verify the 
completeness of the employees’ document production.”

• General counsel just handed over the documents he received from 
employees to outside counsel for production without further 
investigation.   

• General counsel permitted defendant to continue its routine 
practice of wiping clean the computer hard drives for former 
employees without verifying his assumption that someone 
otherwise retained the documents.



Courts Look CloselyCourts Look Closely

• Cache La Poudre Feeds, LLC v. Land O’Lakes, Inc.(2007)

• General counsel permitted defendant to continue its routine 
practice of wiping clean the computer hard drives for former 
employees without verifying his assumption that someone 
otherwise retained the documents.

• The court found that the general counsel had failed to “take 
appropriate measures to ensure that the client has provided all 
available information and documents which are responsive to 
discovery requests” and that his actions violated the defendant’s 
discovery obligations.



Courts Look CloselyCourts Look Closely

Bottom Line:  If GC messes up, the company and 
its executives are also at risk, and involved in the 
problem



Courts Are Looking CloselyCourts Are Looking Closely

• Coleman (Parent) Holdings, Inc. v. Morgan Stanley & Co., Inc.
• Court disfavored initial delegation of marshaling, preservation,

selection, and production of electronic information to a company
employee and his team and stressed the need for involvement of 
counsel in the process.

• Wachtel v. Health Net Inc.
• Court found defendant’s process for responding to discovery requests 

was inadequate, in part because defendant relied on specified business 
people within the company to search for and produce whatever 
documents they thought were responsive, without counsel verifying 
that the searches were sufficient.

• Qualcomm, Inc. v. Broadcom Corp.(2007)
• Court specifically mentioned the inadequate efforts of in house 

counsel in larger schedule of discovery problems, imposed sanctions, 
and ordered six of in-house counsel to participate in a comprehensive 
“case review and enforcement of discovery obligations” program.



What To Do At The Outset?What To Do At The Outset?

• Do not delegate control to employees. Plan to maintain involvement in 
designing, implementing and monitoring preservation and production 
processes.

• Make a thorough effort to identify all potential custodians of relevant 
documents.

• If documents are at an affiliate or subsidiary, devise process for managing 
and remaining engaged with those discovery efforts.

• Draft clear and easy to understand litigation hold memo.

• Auditors:  Assure the company has assembled the right team to 
attack the problem.  One person from IT, Legal and Operations 
should be present to assure that hold are implemented properly, that 
all appropriate custodians are notified and that appropriate 
collection takes place.  Many lawyers are involved in initial 
collections, which lead to disastrous results..



The Litigation Hold MemoThe Litigation Hold Memo

• The litigation hold memo should be comprehensive and 
written in easy-to-understand language.  It should:

• Inform employees that they have a duty to preserve all documents
that may be potentially relevant to the anticipated litigation.

• Explain to employees “what types of information would be 
relevant and responsive to discovery requests” and “ask employees 
how and where relevant documents may be maintained.”

• Emphasize that employees’ duties include the preservation of both 
paper and electronic documents.



The Litigation Hold MemoThe Litigation Hold Memo

• Confirm all relevant employees:

• Receive the litigation hold memo
• Understand the litigation and the substantive 

scope of the documents to be preserved
• Understand preservation obligations and commit 

to meeting them until released by counsel from 
doing so

• Carefully document your efforts



What To Do Regarding Electronic What To Do Regarding Electronic 
DocumentsDocuments

• Educate yourself as to electronic document systems and deletion practices
• Ensure that employees receiving litigation hold memo understand their 

obligations extend to all types of relevant electronic documents and data
• Work closely with IT personnel to ensure that shared electronic documents 

and databases that are not “owned” by any one employee are preserved 
and that all pertinent automatic deletion programs are suspended until you 
approve reinstatement.

• As an auditor, it is imperative that you ask the client – BEFORE 
LITIGATION EVER BEGINS – what plans it has to handle with 
preparation of a litigation hold; communications with employees, what 
collection and search terms may be applicable, and similar strategy reL
same, which vendor to use and how to rate same in terms of risk 

• Determine what the client’s view is on the downside, and whether they 
view the problem appropriately, if not, intervention may be necessary to 
minimize risk and heighten compliance.



What To Do Over Time?What To Do Over Time?

• For purposes of litigation, participate  in devising the process for searching for and 
identifying documents for production, and ensure that the steps are reasonable, 
appropriate, and defensible as being taken in good faith.

• Stay involved with the discovery process. Periodically:
• Contact each employee who received the litigation hold memorandum and 

inquire as to whether they have any substantive or procedural questions 
and whether they are continuing to meet preservation obligations

• Review whether any additional employees should receive the litigation 
hold memorandum

• Review with responsible IT personnel the preservation of electronic 
documents and databases and the suspension of automatic deletion
programs.

• Review document search efforts.
• Carefully document your efforts.
• Scrutinize who your clients are, and what their exposure is here viz. risk of simply 

doing something  :”WRONG.” Claiming to not understand computers is  no  
longer a defense.



European Privacy Laws v. American European Privacy Laws v. American 
Litigation DemandsLitigation Demands

 Although not applicable to every situation, many emails from 
foreign employees may not be produced due to strict EU 
Privacy laws

 Many American companies are international, and employ 
1,000s of employees abroad.  Those employees have the 
individual right to produce emails written by them, even if the 
company demands it.
Auditors: Determine what, if anything, your client has done to 
prepare for this eventuality and whether its IT architecture has
been rearranged to condition prospect of history in these 
matter.



What To Do At The End?What To Do At The End?

• Do not lift litigation hold for any employee until the true 
“end” of litigation.
• Always discuss with outside counsel before lifting a hold

• Remind employees that you are only lifting the hold regarding 
one case, and they remain subject to any other holds in place.

• Carefully document the rationale and timing of decision to lift 
any hold.

• Ensure that your target has a document auditing system to 
identify each document and how it was tagged or marked in a 
prior production.  This consistency is critical to determining 
whether a production or internal practice is compliant or a 
best practice.



Anyone seeking copy of presentation Anyone seeking copy of presentation 
please provide me with your  cardplease provide me with your  card

 Melissa L. Klipp

 Drinker Biddle and Reath, LLP
 500 Campus Drive

 Florham Park, NJ 07932

 mklipp@dbr.com
 973-549-7334 (Office)

 201-841-8286 (cell)


