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Objectives of the Session

 Learn about the basic techniques of risk assessment, 

including fraud risk 

 Build on risk assessment fundamentals to understand 

the broader concepts of ERM 

 Understand the unique position of IT and related risks in 

the risk assessment and ERM processes 
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Basics of Risk Assessment
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Monitoring

A process that 

assesses the quality 

of internal control 

performance over 

time.

Control Activities

The daily policies and 

procedures that help 

ensure that management 

directives are carried out.

Recap of COSO: Internal Controls – Integrated 

Framework

Control Environment

The tone of an organization that is 

established by senior management.  

It is the foundation for all other 

components of internal control, 

providing discipline and structure.

1

Risk Assessment

Identification and analysis 

of relevant risks that may 

prevent and entity from 

achieving its objectives, 

forming a basis of 

determining how the risks 

should be managed.

2

3

Information and 

Communication

The identification , capture, 

and timely exchange of 

information that enables 

people to carry out their 

responsibilities.

4

5
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Risk Assessment - risks take many forms, and 

understanding and managing risks helps the entity 

ensure the achievement of its objectives.  Risk 

Assessment factors include:

COSO Element – Risk Assessment

Focusing on 

Critical 

Processes
Optimizing & 

Managing 

Risks

Understanding 

Stakeholder 

Needs
Establishing 

Business 

Objectives
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Objectives and Strategy of Risk Assessment

 Objectives

– Understanding an organization‟s risk profile;

– Identifying business processes that require greater monitoring;

– Determining the type and nature of resources and expertise 

required to address the risks; and

– Deploying internal audit resources in areas of the organization 

with significant risk.

 Strategy
1. Build a risk framework

2. Create a sustainable risk assessment process.
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RISK 

MANAGEMENT 

STRUCTURE

1. Summarizes key policy elements that make 

up the desired risk management philosophy.  

Includes senior management consensus of 

risk appetite and required returns.

2. Considers responsibility and accountability for risk.  

Evaluates the reporting structure and monitoring of 

risk.

3. Identifies and measures risks.  Determines 

interdependencies  and accumulates risks to 

compare to risk appetite.

4. Improves performance by enhancing the effectiveness 

and efficiency of risk mitigation processes.  Increases 

organizational appreciation of risk management and 

identifies where additional risk may be beneficial.

5. Monitors and analyzes the dynamic risk profile.  

Incorporates risk management into ongoing business 

management.

Building a Risk Framework

PHILOSOPHY 

AND 

POLICIES

RISK 

PROFILE

TREATMENT 

AND 

OPTIMIZATION

MONITOR 

AND 

LEARN
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Creating a Sustainable Risk Assessment Process

STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

STEP 6

STEP 7

Identify risks which threaten the business objectives

Establish risk measurement criteria 

Gauge risk management competency 

Assess the impact and probability of each risk event

Determine risk score

Develop risk profile and priorities

Identify and consider feasibility of risk treatment options

Communicate and report resultsSTEP 8
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Identify Risks which Threaten Business Objectives

ComplianceIntegrityGovernance

 Authority
 Leadership
 Performance                                
 Incentives
 Limits
 Internal Audit

 Management Fraud
 Employee Fraud
 Illegal Acts
 Unauthorized Use

 Taxation
 Environmental Health & Safety
 Pension Fund
 Regulatory

Information Management Financial Management Human Resources

 Technology
 Quality
 Customer Satisfaction
 Cycle time

 Obsolescence
 Shrinkage
 Efficiency
 Capacity

 Sourcing
 Product Development
 Product Failure
 Business Interruption

 Performance 
Management

 HR Competencies
 Motivation
 Training

 Repair & 
Maintenance

 Security 
Systems

 Management Info. System
 Dependence of IT
 Reliability
 External IT
 Access/Availability
 Completeness/Assurance
 Relevance

 Budgeting & Planning
 Cash Flow
 Investment Evaluation
 Financial Reporting
 Financial Instruments
 Funding
 Accounting Information

 HR Management
 Competencies
 Recruitment
 Recognition/Retention/ 

Compensation
 Performance Management
 Leadership Development

Operational

432Step 1 87654
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Establish Risk Assessment Criteria

 Risk Appetite
– Level of risk the organization is prepared to accept to achieve 

its business objectives.  

– The organization‟s risk appetite can be expressed in terms of 

how much variability of return (i.e., risk) the organization is 

prepared to accept to achieve a desired level of result (i.e., 

return).

– Generally, lower the risk appetite, higher the risk.

 Gross and Residual Risk
– Gross = „threat‟ or impediment to the accomplishment of 

business objectives inherent in the business process

– Residual = „threat‟ or impediment re-evaluated in light of 

controls established by the organization.

431 Step 2 87654
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Risk 
Management
Competency

 Written business 
policies adherence

 Contracts adherence

 Working capital
 Capital investment
 Interest rates
 Foreign currency

 Risk based internal audit

 Timely oversight within

 Conduit to report available 

and to right people

 Technology level

 Investment

 Keeping best brains

 Intellectual property

 Segregation

 Physical

 Approval levels 

 Contingency plans

 FTEs
 Morale
 Retention
 Succession planning

Human Resources

Control Processes

Technology Resources

(1) Exceed Requirement - The risk management processes have been over-engineered for the level of risk involved.

(2) Meet Requirement - The risk management processes are appropriate for the level of risk identified.

(3) Need Strengthening (Minor) - Minor improvements in the risk management processes are necessary to reach “meet requirement.”

(4) Need Strengthening (Critical) - Risk management processes are clearly deficient in critical ways.

(5) Un-established - Risk management processes have not yet been established.  This will most likely be the situation in the case of a new business initiative.

Gauge Risk Management Competency

Monitoring and Reporting

Performance Measurement

Policies and Procedures

421 Step 3 87654
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Assess the Impact and Likelihood of a Risk Event

 < $5 million impact on profitability
 No potential impact on market share
 No impact on brand value
 Issues would be delegated to junior management 

and staff to resolve

 $5 to $20 million loss in profitability
 Consequences can be absorbed under normal 

operating conditions
 There is a potential impact on market share and 

brand values
 Issues will be delegated to middle management 

for resolution

 $20 million to $50 million impact on profitability 
 Market share and/or brand value will be affected 

in the short term
 The event will require senior and middle 

management intervention

 $50 million to $100 million impact on profitability 
 Serious diminution in brand value and market 

share with adverse publicity
 Key alliances are threatened
 Events and problems will require Board and 

senior management attention

 > $100 million impact on profitability 
 Loss of key alliances
 Sustained, serious loss in market share

Magnitude of Impact

Insignificant

Minor

Moderate

Major

Catastrophic

Event is expected to occur in most 
circumstances

Event will probably occur in most circumstances

Event should occur at some time

Event could occur at some time

Event may only occur in exceptional 
circumstances

Almost 
certain

Likely

Moderate

Unlikely

Remote

Probability of Occurrence

421 Step 4 87653
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Determine Risk Score
21 Step 5 8763 4

Magnitude of Impact

Likelihood of Occurrence Remote Unlikely Moderate Likely Almost Certain

Insignificant

LOW LOW MODERATELY LOW MODERATE
MODERATELY 

HIGH

Minor

LOW LOW MODERATELY LOW MODERATE
MODERATELY 

HIGH

Moderate

MODERATELY LOW MODERATELY LOW MODERATE
MODERATELY 

HIGH
HIGH

Major

MODERATE MODERATE
MODERATELY 

HIGH
HIGH HIGH

Catastrophic

MODERATELY 
HIGH

MODERATELY 
HIGH

HIGH HIGH HIGH
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High (5)

Moderately High (4)

Moderate (3)

Moderately Low (2)

Low (1)

5  Un-established

4  Need Strengthening (Critical)

3  Need Strengthening (Minor)

2  Meet Requirement

1  Exceed Requirement

5  Un-established

4  Need Strengthening (Critical)

3  Need Strengthening (Minor)

2  Meet Requirement

1  Exceed Requirement

5  Un-established

4  Need Strengthening (Critical)

3  Need Strengthening (Minor)

2  Meet Requirement

1  Exceed Requirement

5  Un-established

4  Need Strengthening (Critical)

3  Need Strengthening (Minor)

2  Meet Requirement

1  Exceed Requirement 

5  Un-established

4  Need Strengthening (Critical)

3  Need Strengthening (Minor)

2  Meet Requirement

1  Exceed Requirement

Immediate

Immediate

Immediate

Maintain

Re-Design

Immediate

Immediate

Caution

Maintain

Re-Design

Immediate

Immediate

Caution

Maintain

Re-Design

Immediate

Caution

Maintain

Maintain

Re-Design

Immediate

Caution

Maintain

Maintain

Re-Design

RISK ACTION 

RATING

RISK MANAGEMENT 

COMPETENCY

(Step 3)

RISK SCORE

(Step 5)

Risk level 

rating of 4

Resource 

and process 

rating of 3

Risk action

rating:

ñImmediateò

Develop Risk Profile and Priorities

Requires immediate 

attention to bring 

resolution.

Develop action plans to 

resolve issues within 

appropriate time frames.

Maintain existing risk 

management processes.  

Where resource and 

process ratings do not 

“meet requirement,” 

factor resolution into 

intermediate term tactical 

plans.

Continuous improvement 

methodologies should be 

employed to reduce 

processes to be 

consistent with the risk 

level. 

Immediate

Caution

Maintain

Re-Design

421 Step 6 87543
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Transfer Risk

 Retaining the process and transferring the legal or financial 

risks as is the case with insurance arrangements and the use of 

certain treasury products

 Sharing the business process with another party as is the case 

with partnership and joint venture arrangements

 Transfer an entire business process to another party as is the 

case with sub-contracting and outsourcing arrangements

Reduce Risk

 Reducing the likelihood that an uncertainty 

will occur in the first place

 Reducing the impact of the uncertainty on the 

business should it actually occur

Management 

action

Transfer

Reduce

Avoid

Accept

Risk

appetite

Identify and Consider Feasibility of Risk Treatment Options
42 Step 76543 8
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Communicate and Report Results

 Guidelines for communication and reporting
– Define criteria for amount and type of information that needs to 

move to another work group, discipline or management group 

and why.

– Reporting should highlight all pertinent risk information at varying 

management levels, (e.g. division management, senior 

management) and the board of directors.   

 Common deliverables of the risk assessment process
– Risk assessment dashboard (CEO/Board of directors)

– Risk profile/heat maps

– Risk and control matrix

– Internal audit plan (if Internal Audit is owner of risk assessment process)

421 6543 7 Step 8
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Sample Risk and Control Matrix

Risk Process Probability Score 

P1

Impact Score 

I1

Gross 

Risk

Control 

Effectiveness

Controls Revised Probability Score 

P2

Revised Impact Score 

I2

Residual 

Risk 

Uncertainty of exchange rates and volatility of oil price 

makes profit assurance difficult.

Treasury & Finance likely 4 moderate 3 12 weak No preventative controls are available.  

Management monitors profitability 

levels.  Hedging is not preformed by 

Sub.  ABC Co.-US, performs any 

hedging activity.

likely 4 moderate 3 12

Risk relating to the inaccurate forecast of volume 

requirements of ABC Company.

Procure Materials moderate 3 major 4 12 strong Specialize in the farm to fryer concept. 

Employs geographic diversification to 

help mitigate risk.

moderate 3 moderate 3 9

Poor visibility of inventory in distribution chain can result 

in product stock-outs and oversupply.

Manufacture Products likely 4 minor 2 8 moderate Moving from weekly to daily order 

processes, and a more automated 

replenishment process.

likely 4 minor 2 8

Residual risk ratingGross risk rating
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Sample Internal Audit Plan (extract)

Areas of focus and 

audit response

Reviews of marketing and 

promotional plans

1,2,6,

7

High 1 2 3 240 WC 

Marketing

Manage 

Product t 

Portfolio 

Focused product 

portfolio

Tracking of changes to tactical marketing plan Budget and forecasting 

process

Review of portfolio brand 

management

1,2,6,

7

High 1 4 2 320 WC 

Marketing

Growth 

opportunities

Competitive risks-categories A and M spending process 

Review of new product 

development

1,2,6,

7

High 1 4 3 480 WC 

Marketing

Increased share of 

market

Controls over marketing spending New product development process 

Product differentiation 

(brands)

Organizational structure impedes coordinated 

marketing strategies

Market research/consumer 

data
Increased sales (volume and 

value)

Lack of product 

innovationCoordination between UNIT A and UNIT 

BInadequate pricing 

strategy

Review of channel 

management

1,6,

7

High 2 4 2 64

0

Channel 

Management 

Sell Products Maximize profitable 

sales

Changing and maintain route to 

market

A and M spending process 

Review of sales systems 

and cycle testing

1,3,

6

Moderate 3 3.13 4 150

0

WC 

IT

Ensure all sales opportunities are 

realized

Inadequate manpower to support product 

development

Competition/trade 

consolidation

Maintain appropriate in-store 

presence

Private labeling Supply 

chain
Seek collaborative development 

opportunities

Financial knowledge based development 

decision process

Credit to Cash system 

(C2C)

Establish points of differentiation 

vs.  competitors

GMO movement

Communicate product demand to 

distribution

Inadequate control over POS

Establish warehouse, transport, 

invoice cycle

Customer evaluations

Confirm price and delivery 

terms

Sales/marketing resource 

constraints

Review of procurement function 1,2 Moderat

e

1 4 2 32

0

Procuremen

t

Procure 

Materials

Appropriate mix of 

suppliers

Risk of "mis-calling" the market Procure to Pay system (P2P) 

(SS)

Supply 

Chain
Quality assured 

supply

International potato shortage; Mexico, 

Thailand and China

Supplier 

selection/performance

Review of procurement 

system ( other countries)

1,2,

6

Moderat

e

2 3 4 100

0

IR

M

A supply base committed to 

continuous improvement

Non-performance by overseas 

suppliers

Quality assurance of raw materials

Enhanced margin through cost 

reduction

Inaccurate forecast of 

requirements

Packaging sourcing 

process

Communicate material demands 

to suppliers

Ability of UNIT B suppliers to meet supply 

requirements

Material specification 

procedures

Effective procurement; receipt and 

payment  cycles

Managing potato supply in specific markets

Audit Response(s) Audit  

Technique

s

# of 

Audits 

# of 

weeks

Total

Hour

s

Skill Sets 

Required 

Activity Process Objectives Risk Summary Areas of Focus Head-

count

Risk

Ratin

g

Resource Requirements in 

terms of hours and expertise

From risk & 

control matrices
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Fraud Risk Assessment
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Setting the Context - What is Fraud Risk?

 Risk, in the context of managing fraud risk, is the vulnerability or

exposure an organization has towards fraud and irregularity. It

combines the probability of fraud occurring and the corresponding

impact measured in monetary terms.

 The deliberate nature of fraud can make it difficult to detect and

deter.

 Four basic elements are necessary for fraud to occur:

– Opportunity;

– Intent to commit the fraud;

– Incentive e.g. assets to acquire fraudulently; and

– People to carry out the fraud. They may be individuals or a 

group of people within or outside the organization.
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Types of Fraud

 Fraudulent financial reporting – such as earnings 

management, arising from improper revenue recognition, and 

overstatement of assets or understatement of liabilities. 

 Misappropriation of assets – such as embezzlement, payroll 

fraud and theft.

 Expenditures and liabilities for improper purposes –
commercial and public bribery (FCPA), as well as other improper 

payment schemes (money laundering).
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Managing Fraud Risk

 Assessing the organization's overall vulnerability to 

fraud

 Identifying the areas most vulnerable to the risk of fraud

 Assigning ownership

 Evaluating the scale of fraud risk

 Responding to the risk of fraud

 Measuring the effectiveness of the fraud-risk strategy
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ERM: Building & Leveraging on the Risk Assessment
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Elements of COSO‟s ERM Framework

1

2

3

4

5

6

7

8
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Linking the Integrated Framework and ERM

 ERM is a broader, more enhanced discipline, focusing 

on risk.

 Internal control is encompassed within and is an integral 

part of ERM.

 ERM expands on elements of the Integrated Framework 

to form a more robust concept.
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Monitoring

Information

Communication

&

ADD

ENHANCE

Strategic

Objectives

Portfolio

Risk

Building on the Integrated Framework
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Building on the Integrated Framework

 Additional Category of Objectives:

– Add strategic objectives to the Integrated Framework and ensure 

that the operational, reporting and compliance objectives are 

aligned  with them.

– Enhance reporting objectives to include internal reports (e.g. 

MIS) as well as non-financial reporting (e.g. Customer feedback, 

Performance appraisals etc.).
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Building on the Integrated Framework

 Incremental Portfolio View of Risk:

– Consider the interrelation between risks as well as risk in 

aggregate.

– Evaluate risk response – reduce, avoid, accept or share with the 

intent to align the residual risk within the organization‟s risk 

tolerance level. 
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Building on the Integrated Framework

 Expanded Information and Communication:

– Establish infrastructure to source and capture data in a 

timeframe and extent of detail commensurate with the entity‟s 

need to assess and respond to risks within its risk appetite.

– Analyses include data derived from past and current transactions 

as well as potential future events.
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Building on the Integrated Framework

 Broader Scope of Monitoring:

– Add monitoring of risk identification and assessment 

components to ensure the organization updates its risk 

perception in line with changes in its operating environment .

– Enhance risk oversight to include strategic risk – a critical 

component of effective governance.
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Building on the Integrated Framework
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 Natural and logical next step because:

– Many organizations have a control framework; most based on 

the Integrated Framework

– All public companies and many private organizations have used 

the Integrated Framework for their Sarbanes-Oxley reporting

– Various audit standards rely on the Integrated Framework.

Leveraging the Integrated Framework
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 Control Environment and ERM:

– Direct relationship to management‟s philosophy and operating 
style

– Pervasive influence on objective setting, risk identification and 
assessment

– Instills enterprise-wide control consciousness and sets a positive 
“tone at the top”

– Influences policy setting and drives effective communication and 
monitoring.

Leveraging the Integrated Framework
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 Risk Assessment and ERM:

– The iterative process of identifying and analyzing risk is a critical 
component of ERM

– Integrated Framework assesses risk at activity-level that 
contributes to maintaining risk within the entity‟s risk appetite

– Includes process by which an entity identifies and manages 
economic change.

Leveraging the Integrated Framework
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 Control Activities and ERM:

– Integrated with risk assessment and encompassed in the process 

by which an entity strives to achieve its objectives

– Risk responses drive the nature of the control activities to be 

established.

Leveraging the Integrated Framework

A strong system of internal control is essential to 

effective enterprise risk management. 
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 Information & Communication and ERM:

– Integrated Framework requires pertinent information to be 

captured and communicated in a form and timeframe that 

enables people to carry out their responsibilities effectively

– Relevant information and effective communication are essential 

prerequisites to achieve business objectives in all categories.

Leveraging the Integrated Framework
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 Monitoring and ERM:

– Internal control systems need to be monitored to maintain the 

system‟s performance levels over time

– System includes mechanism for capturing and reporting 

deficiencies.

Leveraging the Integrated Framework
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Leveraging the Integrated Framework

 Summary -

– “éCOSOôs ERM Framework is a deluxe version of the Integrated 

Framework” – member Project Advisory Council to COSO

– Migrate to the broader ERM Framework only if the benefits 

outweigh the costs

– Leverage well-integrated business processes

– Align management‟s strategy to risk appetite and link risk actually 

being taken back to the risk appetite.
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Special focus on IT within Risk Assessment and ERM
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Relevancy of IT to ERM 

 Pervasive nature of IT in accounting, operations, 

compliance 

 Risks introduced by IT

 Potential for IT to mitigate risks and monitor controls
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Significant IT related risks

 Strategic / operational related 

 Compliance related risks

 Financial related risks

 Reputation related risks
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Strategic / Operational related IT risks

 Delivering value needed by the organization effectively 

and efficiently
– IT based business processes

 IT based strategic business models

 Change related risks

 Security related 

 Backup / recovery related
– DRP / BCM
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Common Compliance related IT risks

 Privacy 
– E.g., GLBA, HIPAA, SB 1386, NJ Identity Theft Protection Act

 Title 21 CFR Part 11 (FDA) 

 SOX 404 

 FCPA

 Federal Rules Civil Procedures Rule 26                         
(“e-Discovery/records retention”)
– Electronically Stored Information 

 Trade related 

 Restricted entities 
– e.g., OFAC
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Financial related IT risks 

 Levels of financial risk:
ï Financial statement level - risks potentially affect many different 

account assertions and require an overall approach 

ï Assertion level ïrisks are related to one or more assertions in an 

account or several accounts. Assertions include:

 Sources of financial risk:
– Fraud

– Error
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Understanding IT and IT related risks

 How IT is used to support the business model and business 
processes
– Applications (including end-user computing)

– Infrastructure

 IT Governance practices and capabilities

 The role of third parties supporting and managing business and 
financial applications, data, and infrastructure 

 Controls designed and deployed to mitigate risks 
– Application controls, e.g., role based security, edits, validations
– General controls, e.g., network security, change management, 

backup/recovery, physical security
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IT Control Frameworks and references

 CoBIT 4.1

 IIA GTAG Series (1-9) 
– Global Technology Audit Guides

 AICPA Trust Services / SysTrust 
– Security / Confidentiality / Processing Integrity / Availability

 AICPA Generally Accepted Privacy Principles (“GAPP”)

 AICPA SAS 70 

 ISO 17799 / 27001

 ITIL –
– IT Infrastructure Library for IT service management

 FFIEC IT Handbook
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IT for Risk Mitigation and Monitoring

 Audit tools (e.g., AutoAudit, Teammate)
– Electronic workpapers, and workflow controls

 Compliance management  (e.g., Paisley, Open Pages, 

Movaris, etc.) 
– SOX and GRC framework based

 Transaction / Continuous Monitoring (e.g, ACL, 

Oversight, Prodiance, Compassoft, etc.)

 Security Monitoring

 Event Monitoring 



INTERNAL AUDIT BASICS COURSE

Questions?

Thank you!


